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, Updating Your
Router & Wi-Fi Passwords




Imagine your router as your home’s front door
— except it came without a lock. If it stays that

way, bad guys can easily come in uninvited, steal
vour things, and even install their own lock on

thelr way out!

Most wireless routers
come with extremely
easy-to-crack

default passwords.
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—ollow  these  steps  to
INCcrease the security of your
network by creatingastrong
and unique key foryour door
— | mean, router!

Find out your router's |IP address

Access the router settings

Change the router password

Configure your wi-fi settings



#1 How to Find Your Router |IP Address

Using a Windows

g N
ON WINDOWS -
h f , folder, d ,
Press the Windows + R keys, and o ree, ol Windiowrs il opan i oy e

then Enter. The Run dialog box will Qpen: ||
open. Type cmd and click OK.

oK Cancel ‘ ‘ Browse...

The black screen that appears is
the Command Prompt application.

Type ipconfig and press Enter. T
Sea rCh among the reSUItS for Wireless LAN adapter Local Area Connection#* 2:
Default Gateway. —y

Next to it will be your|IP address
(a sequence of numbers similar
to 192.168.1.1 or 10.0.1.1).

ect Copy the number and close
the Command Prompt app.




#1 How to Find Your
Router |P Address

U Si n g a M a C ON MAC stelm Preferences l‘

System Preferences

Type Command + Space o
and search for System

Preferences. Double-click . &
on the Network |C0n tatus: Connected Turn Wi-Fi Off

Network

Location: " Automatic

Blueetooth PAN Wi-Fi is connected to YourNetwork and has the
R Gt IP address 192.168.1.17
Iy Thunderbolt Bridge
Select either Wi-Fi or @ Notcomnected Network Name: = YourNetwork
Ethernet on the left side [ Automatically join this network
r

Ask to join Personal Hotspots

and your IP address will be
displayed as a sequence
of numbers similar to
192.168.1.1 or 10.0.1.1.

Ask to join new networks

= Show Wi-Fi status in menu bar Advanced... ?
+ | — |~

COEy the number' | Click the lock to make changes.
and close the window. |

ect




2. Access the router
settings

e Open your browser. ' <0 192168.1.17

o Paste the |Paddress thatyou . -
copled In step #1 into the ad directly YOUR ROUTER

BRAND
browser’s address bar.
0 Login
e Hit Enter. Username:
Password:

[ OK | [Cancel]

e Alogin screen will appear.

If you cannot find the label, look up your router’s default
password in the official manual or on the internet, where

{ed} you can search for “[model type] router password.”
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You are now logged in to your router’s web
page. Following the Instructions that are
specific to your router, create a new router

password that is strong and unique.

*hkkkkkkhkhkkkhhk

Weak passwords,
like “password” and

“12345," are easily
hacked. Stay away
from them! Deal?

#3
Change

the router
password




00
< > C 192.168.1.17

YOUR ROUTER

i BE A LA © oty | At

Network Name (SSID): |

Wireless Password: |

Security/Encryption: | WPA2 Personal

Change the name Never use your Create a new
(SSID —Service Set own hame Wi-Fi password
[dentifier) of your @ remember that this l§ that is strong and
WiI-FI I“G’EV\/OR, INformation wi difficult to SUESS

following your be public to you DUt easy to
manual’s neigqborhOOC. emember.

{ec’r} Instructions.




That's It!

You have Just created an important
ayer of security for your home
network. If you have questions
regarding these instructions, contact
your organization’s IT team.
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